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ABSTRACT

Cloud security in healthcare and finance is crucial due to the increasing risks of cyber threats and
data breaches. Traditional security models relying on perimeter-based defenses and conventional
encryption techniques fail to ensure data confidentiality during processing. Zero Trust Architecture
(ZTA) and Fully Homomorphic Encryption (FHE) present a robust approach to mitigating these
security concerns. ZTA enforces strict access control through continuous authentication and least-
privilege principles, ensuring that only authorized users can access sensitive data. Meanwhile, FHE
enables computations on encrypted data without requiring decryption, eliminating exposure risks
in untrusted cloud environments. However, challenges such as computational overhead and
implementation complexity hinder the widespread adoption of FHE. This paper proposes an
integrated security framework combining ZTA and FHE to enhance cloud security while
optimizing performance for real-world applications. The proposed model ensures end-to-end
encryption, regulatory compliance with standards like HIPAA and GDPR, and resilience against
insider threats, unauthorized access, and data leaks. Experimental results demonstrate that
integrating ZTA with FHE effectively secures sensitive transactions without compromising system
usability. By implementing adaptive risk-based authentication and optimizing FHE computation
efficiency, this approach provides a scalable and secure solution for healthcare and financial
applications. Future research will focus on reducing the performance overhead of FHE and
improving its integration with cloud-based Al-driven analytics.

Keywords: Cloud Security, Zero Trust Architecture, Fully Homomorphic Encryption, Risk
Management, Multi-Factor Authentication, Financial Data Protection, One-Class Support Vector
Machine.

1. INTRODUCTION

Cloud security in healthcare and finance is critical due to the sensitive nature of data
involved [1]. With the increasing adoption of cloud computing, protecting patient records and
financial transactions from cyber threats is a priority [2]. Organizations rely on cloud infrastructure
for its scalability, but security risks like data breaches, unauthorized access, and insider threats
persist [3]. Traditional security models often fail to address modern cyber threats, making
advanced security frameworks necessary [4]. Encryption plays a key role in ensuring data
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confidentiality, but conventional encryption methods require decryption for processing, exposing
data to risks [5]. The need for secure computing has led to innovations such as FHE, which enables
computations on encrypted data [6]. Additionally, the ZTA model eliminates implicit trust,
ensuring continuous identity verification and strict access controls [7]. By integrating ZTA with
FHE, organizations can achieve robust security while maintaining operational efficiency [8]. These
technologies together protect against cyberattacks, ensuring compliance with regulations like
HIPAA and GDPR [9]. Enhancing cloud security in healthcare and finance is not just a necessity
but a fundamental requirement for maintaining trust and data integrity [10].

One major cause of cloud security issues is the increase in cyber threats targeting healthcare
and financial institutions [11]. Weak access controls allow unauthorized users to exploit system
vulnerabilities [12]. Insider threats from employees or third-party vendors pose a significant risk
to sensitive data [13]. Phishing attacks trick users into revealing login credentials, leading to data
breaches [14]. Insecure APIs in cloud applications can be exploited by attackers to gain access to
critical systems [15]. Lack of encryption exposes sensitive data during transmission and storage
[16]. Misconfigured cloud storage leads to unintentional data leaks [17]. Inadequate monitoring
and auditing make it difficult to detect security incidents in real time [18]. Regulatory non-
compliance increases the risk of legal consequences and financial penalties [19]. Dependence on
third-party cloud providers introduces security challenges beyond an organization’s control [20].

Existing cloud security methods in healthcare and finance primarily rely on traditional
encryption and access control mechanisms, which have inherent weaknesses [21]. Symmetric and
asymmetric encryption require decryption for data processing, exposing sensitive information
during computation [22]. RBAC and MFA alone are insufficient, as attackers can exploit credential
leaks and session hijacking [23]. Network firewalls and intrusion detection systems struggle with
detecting APTs and zero-day attacks [24]. Current encryption models do not support secure
computations, limiting the ability to perform analytics on encrypted data [25]. Data integrity and
confidentiality become compromised when security policies are inconsistent across cloud
environments [26]. Latency issues arise with complex cryptographic operations, making real-time
processing inefficient [27]. Compliance with regulations like HIPAA and GDPR is challenging,
as organizations must ensure end-to-end data security without compromising performance [28].
Centralized security models introduce single points of failure, making them vulnerable to targeted
cyberattacks [29]. Scalability remains a concern, as increasing data volumes demand stronger
security mechanisms without degrading system performance [30].

To address these security challenges, we propose integrating ZTA with FHE. ZTA
eliminates implicit trust, ensuring that all users and devices are continuously authenticated before
accessing cloud resources. Multi-Factor Authentication and continuous monitoring enhance access
security, reducing unauthorized intrusions. FHE enables encrypted computations, ensuring that
sensitive data never needs to be decrypted for processing. This prevents data exposure during
computation, significantly reducing cyberattack risks. Combining ZTA with FHE provides end-
to-end security, making it ideal for handling sensitive healthcare and financial data. Regulatory
compliance is strengthened as data privacy is maintained even in multi-cloud environments.
Performance optimization techniques help manage computation overhead in FHE for real-world
applications. Risk-based authentication in ZTA ensures access control adapts dynamically based
on risk levels. The proposed model enhances data security without compromising system usability,
making cloud security more effective. By adopting this solution, organizations can achieve a
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balance between security, performance, and compliance, ensuring long-term data protection.

In Section 2, Literature Review Explores existing methods and their limitations. Section 3
Identifies challenges Cloud Security in Healthcare and Finance for Risk Assessment. Section 4 the
Proposed Methodology presents, Enhanced Cybersecurity Framework for Data Processing and
Threat Detection, Section 5, Result and Discussions. While Section 6, Conclusion and Future
Works.

2. LITERATURE REVIEW

Narla, S., & Kumar, R. L. (2018) proposed [31] E-Healthcare uses CSP for secure EPR
management, employing Homomorphic Encryption, Blockchain, and ABAC for security and
privacy. Challenges include encryption overhead, blockchain latency, and complex access control,
requiring further optimization. A. Theodouli et al (2018) [32] utilized EXisting research explores
secure healthcare cloud storage, emphasizing confidentiality, access control, and regulatory
compliance [33]. Various encryption technigues, including FHE with key delegation, have been
proposed to enhance security [34]. However, challenges such as high computational complexity
and latency limit, necessitating further optimization [35].

F. Alharbi et al (2016) [36] Studied highlight Cloud Computing in HIT for cost-effective
healthcare. However, security and privacy challenges persist. Techniques like access control, FHE,
and secure data sharing help mitigate risks. Yet, scalability, compliance, and data integrity remain
key limitations. Srinivasan, K., & Arulkumaran, G. (2018) analysed [37] Wearable sensors
generate big data in healthcare, requiring efficient processing [38]. The Meta Cloud-Redirection
(MC-R) architecture ensures scalable storage and real-time analysis using key management
security. However, challenges like data privacy, high costs, and secure transmission remain [39].

A. O’Driscoll et al (2013) proposed [40] Cloud computing provides scalable, cost-effective
services for healthcare, improving data access and collaboration. Virtualization enables efficient
resource sharing, but security risks, regulatory compliance, and provider dependency remain
challenges. Mandala, R. R., & N, P. (2018) suggested [41] Cloud-based solutions enhance
healthcare data management by enabling seamless interoperability and secure data exchange. A
microservices-based architecture improves scalability and patient-centered services while ensuring
privacy and security [42]. However, integration challenges, compliance with regulations, and
potential cyber threats must be addressed for widespread adoption [43], [44].

3. PROBLEM STATEMENT

Despite advancements in secure healthcare cloud storage, challenges such as encryption
overhead, blockchain latency, and complex access control hinder efficient Electronic Patient
Record (EPR) management [45]. High computational complexity and latency in encryption
techniques like Fully Homomorphic Encryption (FHE) require further optimization to balance
security and performance [46], [47].

Additionally, scalability, regulatory compliance, and secure data sharing remain major
concerns, limiting widespread cloud adoption in healthcare [48]. Addressing data privacy, provider
dependency, and cyber threats is crucial to ensure a robust, cost-effective, and patient-centric
healthcare cloud system [49].

4. ENHANCED CYBERSECURITY FRAMEWORK FOR DATA PROCESSING AND
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THREAT DETECTION

The diagram represents a secure data processing framework for handling sensitive
information, particularly in cybersecurity and healthcare applications. The process starts with data
collection, where raw data is gathered from various sources. Next, data preprocessing using the Z-
score method is employed for outlier detection, ensuring data integrity by identifying anomalies.
Once the data is cleaned, identity verification through multi-factor authentication (MFA) is
performed to restrict unauthorized access and enhance security is shown in Figure (1),

Identity
Verification using
Multi-Factor

Authentication

Data
Preprocessing
using Z-score for,
Outlier Detection

Data Collection

Encryption
using Fully
Homomorphic
Encryption

Cyber Threat
Detection using
One-Class SVM

Performance

Evaluation

Figure 1: Secure Data Processing Framework with Anomaly Detection and Encryption

Following successful authentication, FHE is applied to secure the data while enabling
computations on encrypted information without decryption, ensuring confidentiality. The
encrypted data is then analyzed for cyber threat detection using a One-Class Support Vector
Machine, a machine learning approach specialized in anomaly detection. Finally, a performance
evaluation phase assesses the efficiency and accuracy of the entire system, ensuring its reliability
and effectiveness. This framework integrates advanced security techniques to protect sensitive data
while maintaining usability and performance.
4.1 Data Collection

The Enhanced Health Insurance Claims Dataset is a synthetic dataset of 4500 claims
designed to simulate practical scenarios. It includes claim details, patient demographics, provider
information, and medical data, making it ideal for machine learning, predictive modeling, fraud
detection, and data analysis. Generated using the Faker library, it mimics actual claims while
ensuring no real patient data is included.

Dataset Link: https://www.kaggle.com/datasets/leandrenash/enhanced-health-insurance-
claims-dataset
4.2 Data Preprocessing using Z-score for Outlier Detection

Exploratory Data Analysis is the most critical step in analyzing the Enhanced Health
Insurance Claims Dataset, as it uncovers hidden patterns, errors, and relationships before applying
machine learning models. Without proper EDA, models may suffer from biases, poor performance,
and unreliable predictions. Descriptive statistics such as mean p, median, variance o2, and
standard deviation ¢ help summarize the dataset is identified as Eq. (1) and Eq. (2),

0% = =T, (X; — w)? (1)
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o =Vo? (2)

Where, X; is a data point, p is the mean, and N is the number of data points. Visualization
techniques, including histograms, box plots, and correlation heatmaps, help detect trends and
relationships between variables. Outlier detection is crucial for identifying fraudulent claims, using
methods such as the Z-score is mentioned as Eq. (3),

— XK
Z== 3)

Where, an outlier is detected if |Z|>3. Another effective method is the Interquartile Range

is indicated as Eq. (4),

IQR = Q3 — Q1 4)

Where, Q1 and Q3 are the 25th and 75th percentiles, respectively. Any value outside these
bounds is considered an outlier. EDA helps in detecting missing values, finding correlations, and
ensuring the dataset is ready for model training.

4.3 ldentity Verification using Multi-Factor Authentication

In Zero Trust Architecture, identity verification plays a crucial role in ensuring secure
access to healthcare and financial data, as no entity is trusted by default. Multi-Factor
Authentication strengthens security by requiring users to authenticate using multiple factors:
Knowledge Factor (password, PIN), Possession Factor (OTP, security token), and Inherence
Factor (biometric authentication). A user is granted access only if at least two factors are valid,
mathematically represented as Eq. (5)
A=f(K,P,I) (5)

Where, the Eqg. (6) is given below in
A= {1, if at least two factors are valid ©6)
~ 10, otherwise

Alternatively, using a weighted function is given below in Eq. (7),
A=w; K+ w,P+ wsl (7

Where, wl, w2, w3 are the weights assigned to each authentication factor. Access is
granted if Eq. (8),
A>T (8)

Where, T is the threshold (e.g., T=2 for two-factor authentication). Risk-based
authentication further enhances security by calculating a risk score R(x) considering factors such
as login location (L), device trust score (D), and behavioral anomaly score (B) is mentioned as Eq.
(9),

R(x) =aL+ BD +yB 9

Where, a, B, y are weight parameters. If the risk score exceeds a set threshold, additional
authentication steps are required to mitigate potential security threats. This layered authentication
approach significantly reduces the risks of unauthorized access, credential theft, and fraudulent
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activities, ensuring secure data access in cloud environments.

4.4 Encryption using Fully Homomorphic Encryption

The Fully Homomorphic Encryption is implemented to ensure secure and private data
processing in healthcare and financial applications. Unlike traditional encryption techniques,
which require data to be decrypted before computation, FHE allows computations to be performed
directly on encrypted data, ensuring that sensitive information remains confidential throughout
processing. FHE employs Public-Key Encryption, where a message mmm is encrypted using a
public key pk, producing ciphertext ccc, mathematically represented as Eq. (10),
c =E(m) (10)

Where, E(m) is the encryption function. FHE supports essential mathematical operations,
such as addition and multiplication, directly on encrypted data without requiring decryption. If two
messages m1 and m; are encrypted into ciphertexts ci=E(mz) and c.=E(m>) the encryption scheme
satisfies is classified as Eq. (11),

E(m,) @ E(m;) = E(m; + my) (11)

for addition is given below in Eq. (12),
E(m;) ® E(m;) = E(m; X my) (12)

In FHE, homomorphic addition (@) and multiplication (&) enable computations on
encrypted data without decryption. However, repeated operations introduce noise, which may
corrupt decryption. To prevent this, bootstrapping refreshes ciphertext to maintain accuracy. The
FHE process starts by encrypting data before cloud storage, allowing computations in an encrypted
state. The cloud server processes data without accessing plaintext, and the final encrypted result is
decrypted using the private key, ensuring end-to-end security. This approach enables secure cloud
computing, protects data confidentiality in healthcare and finance, and prevents cyber threats even
in untrusted cloud environments.

4.5 Cyber Threat Detection using One-Class SVM

One-Class Support Vector Machine is an unsupervised learning technique used for cyber
threat detection by identifying network anomalies. It works by learning the normal behavior of
network traffic and flagging deviations as potential threats. Given a dataset of normal network
traffic xi, OC-SVM maps it to a high-dimensional space using a kernel function ®(x) and finds an
optimal hyperplane that separates most of the data while isolating anomalies. The optimization
problem is formulated as mentioned in Eq. (13),

.1 1
min 2 {lo|l” + 758 & —p (13)

subject to determine as Eq. (14),
(w-®(x))=p—¢,6 =0,Vi (14)

Where, o is the normal vector, p is the decision threshold, ; are slack variables, and v
controls the fraction of anomalies. New observations x* are classified based on the decision
function as classified as Eg. (15),
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fx) =(w-dxM))-p (15)

Where, if f(x*) >0, the data is normal; otherwise, it is flagged as an anomaly. The method
effectively detects zero-day attacks and unknown threats but may have high false positives. The
final outcome is a secure network system that continuously monitors and detects cyber threats.

5. RESULTS AND DISCUSSION

This section evaluates anomaly detection and encryption efficiency. ADR trends show
fluctuations, requiring optimization for consistent accuracy. Encryption time remains higher than
decryption, emphasizing the need for efficient cryptographic techniques. These insights aid in
enhancing security and performance in cloud-based systems.
5.1 Analysis of Anomaly Detection Rate Variations for Improved System Performance

The graph illustrates the Anomaly Detection Rate (ADR) (%) against the Total Anomalies
Present, showing how effectively the system identifies anomalies. Initially, with around 60
anomalies, the ADR is high at 91%, indicating strong detection. However, as anomalies increase,
the detection rate declines, reaching its lowest point at 120 anomalies (~83%), likely due to
overlapping patterns and increased false negatives is displayed in Figure (2),

Anomaly Detection Rate vs. Total Anomalies Present
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Anomaly Detection Rate (%)
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Figure 2: Evaluating Anomaly Detection Rate Trends for Enhanced Security and Accuracy

Beyond 120 anomalies, the ADR improves, reaching 94% at 200 anomalies, suggesting
the system adapts better at higher anomaly levels. This fluctuation highlights potential
inefficiencies, requiring optimization to maintain consistent accuracy. Possible improvements
include better feature selection, hyperparameter tuning, and hybrid detection techniques to enhance
stability and performance across different anomaly levels.

5.2 Analysis of Encryption and Decryption Time Based on Data Size

The graph illustrates the relationship between encryption and decryption time concerning
data size. As the data size increases, both encryption and decryption times exhibit a nearly linear
growth, highlighting the computational cost associated with securing larger datasets. The
encryption time (represented by the green line) is consistently higher than the decryption time
(represented by the orange line), indicating that encrypting data requires more processing power
compared to decrypting it is shown in Figure (3),
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Encryption & Decryption Time vs. Data Size
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Figure 3: Evaluating Encryption and Decryption Efficiency Across Varying Data Sizes

This difference is likely due to the complexity of encryption algorithms, which involve key
generation and multiple transformations to secure the data, whereas decryption follows a relatively
simpler process to retrieve the original content. The observed trend emphasizes the need for
optimizing cryptographic algorithms, especially for large-scale applications in cloud storage and
secure communications, to enhance efficiency without compromising security.

6. CONCLUSION AND FUTURE WORKS

This paper presented a ZTA and FHE approach to enhance cloud security in healthcare and
finance. ZTA ensures continuous identity verification and dynamic access control, preventing
unauthorized access, while FHE enables secure computations on encrypted data. This combined
approach strengthens data confidentiality, integrity, and availability, ensuring compliance with
HIPAA, GDPR, and PCI-DSS. Although FHE introduces computational overhead, it remains a
viable solution for secure cloud computing. The proposed model effectively mitigates cyber threats
and insider attacks while maintaining regulatory compliance.

Future research should focus on optimizing FHE performance to reduce computational
overhead and improve efficiency. Al-driven risk-based authentication can enhance security by
dynamically adjusting access controls based on user behavior. Exploring post-quantum
cryptography will help safeguard encrypted data against emerging threats. Additionally, secure
key management strategies must be improved for large-scale cloud deployments. Further studies
should assess the real-world implementation of ZTA and FHE, ensuring scalability and
practicality. Finally, Al-powered security analytics can enhance anomaly detection and cyber
threat prediction, strengthening cloud security frameworks.
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