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ABSTRACT 

The integration of cloud computing and artificial intelligence (AI) in healthcare has revolutionized 

patient care and data management, yet it introduces significant cybersecurity vulnerabilities, 

particularly with the proliferation of Internet of Medical Things (IoMT) devices. This paper 

proposes an AI-driven framework leveraging Graph Neural Networks (GNNs) and Autoencoders 

for real-time threat detection and anomaly monitoring in cloud-based healthcare systems. By 

employing a multi-stage methodology data collection from IoMT devices, preprocessing, feature 

extraction, and GNN-based threat analysis the system achieves 92.5% accuracy, 91.0% precision, 

and 90.5% recall, demonstrating robust performance in identifying sophisticated cyber threats like 

DDoS attacks and ransomware. A cloud-based feedback mechanism ensures continuous 

adaptation to evolving threats while maintaining compliance with HIPAA and GDPR. The results 

validate the framework’s scalability, efficiency, and resilience, offering a viable solution to 

safeguard sensitive patient data in dynamic healthcare environments. 
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1. INTRODUCTION 
In recent years, the integration of cloud computing and artificial intelligence (AI) in healthcare has 

significantly improved patient care, data management, and medical diagnostics [1]. The adoption 

of Internet of Things (IoT) medical devices has enabled real-time data collection, facilitating 

remote patient monitoring and predictive analytics [2]. However, as healthcare systems become 

more interconnected, they are increasingly vulnerable to cyber threats and anomalies that can 

compromise patient safety and data integrity [3]. To address these challenges, AI-driven threat 

detection and anomaly monitoring systems have emerged as a crucial solution for ensuring the 

security and reliability of healthcare data in cloud environments [4][5]. 

The rising threats in healthcare cybersecurity stem from various factors, including the exponential 

growth of medical data [6], increased dependency on cloud services [7], and the lack of robust 

security protocols in legacy systems [8]. Cybercriminals often target healthcare infrastructures due 

to the sensitive nature of patient data [9], which can be exploited for financial gains through 

ransomware attacks or identity theft [10]. Additionally, IoT medical devices [11], while improving 

healthcare efficiency, often lack sufficient security measures, making them a weak link in the 

system [12]. The growing complexity of cyber threats requires intelligent, automated detection 

mechanisms that can adapt to new and evolving attack patterns [13]. 
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Despite advancements in AI and cloud computing, the healthcare sector still faces multiple 

challenges in securing patient data [14]. Traditional security methods struggle to detect 

sophisticated cyberattacks [15], and false positives in anomaly detection can lead to unnecessary 

system disruptions [16]. Furthermore, compliance with healthcare regulations such as HIPAA and 

GDPR adds another layer of complexity [17], as organizations must ensure that AI-driven security 

solutions meet strict data privacy standards [18]. The lack of interoperability among different 

healthcare systems and cloud platforms also hinders effective threat detection and monitoring [19]. 

To enhance healthcare security, a cloud-based AI-driven approach is essential for real-time threat 

detection and anomaly monitoring [20]. Advanced techniques such as Graph Neural Networks 

(GNN) and Autoencoders can analyse complex patterns in medical data to identify malicious 

activities while minimizing false alarms. Additionally, implementing a robust monitoring and 

feedback system allows for continuous improvement in threat detection models. Healthcare 

organizations should adopt multi-layered security frameworks, encrypt sensitive data, and ensure 

compliance with industry standards. By integrating AI-powered security mechanisms with cloud 

computing, healthcare providers can create a safer, more resilient digital infrastructure, ultimately 

protecting patient information and maintaining trust in the healthcare system. 

 

1.1 Problem Statement 

The healthcare sector faces growing cybersecurity risks due to cloud computing and IoT adoption, 

with legacy systems failing to detect sophisticated threats like ransomware and DDoS attacks [21]. 

These vulnerabilities compromise patient data integrity and safety, exacerbated by interoperability 

issues and regulatory complexities [22]. The proposed AI-driven solution addresses these 

challenges by leveraging Autoencoders and Graph Neural Networks (GNNs) for real-time threat 

detection, achieving accuracy while minimizing false alarms [23]. A cloud-based feedback system 

ensures continuous adaptation to evolving threats, and scalable, compliant architecture safeguards 

sensitive data [24]. This integrated approach enhances security, ensuring robust protection for 

healthcare systems [25]. 

1.2 Objectives 

 Analyse the cybersecurity vulnerabilities in cloud-based healthcare systems resulting from 

IoT integration and legacy infrastructure limitations. 

 Design an AI-driven framework leveraging Autoencoders and Graph Neural Networks 

(GNNs) for real-time threat detection and anomaly monitoring. 

 Evaluate the system's performance using metrics (accuracy, precision, recall, F1-score) to 

quantify its efficacy in identifying threats like DDoS attacks and ransomware. 

 Implement a cloud-based feedback mechanism to ensure adaptive responses to evolving 

cyber threats while maintaining HIPAA/GDPR compliance. 

 Assess the framework's scalability and interoperability across heterogeneous healthcare 

networks to validate its practical deployment potential. 

 

2. LITREACTURE SURVEY  

The integration of cloud computing, smart networks, and blockchain is transforming the e-
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commerce and finance sectors by enhancing scalability, security, and efficiency. [26] explores how 

these technologies improve resource management, transaction security, and scalability. By 

combining cloud-based resource management with IoT-driven analytics and blockchain for secure 

transactions, significant improvements were observed. 

Cloud computing has revolutionized IT management by providing scalable access to storage, 

applications, and processing power. [27] focuses on optimizing resource allocation in cloud data 

centers through advanced load-balancing strategies. Traditional methods often struggle in dynamic 

environments, requiring innovative approaches. By leveraging edge computing, AI, and machine 

learning, the proposed strategy enhances scalability, efficiency, and system performance. The 

research introduces intelligent workload distribution methods to maximize resource utilization and 

improve system responsiveness. This approach ensures better adaptability and efficiency in 

modern cloud environments. 

In today's digital landscape, strong cybersecurity and cyber defense measures are essential as 

traditional methods struggle to keep up with evolving threats. [28] explores the role of AI, 

particularly machine learning and deep learning, in enhancing cybersecurity strategies. AI’s ability 

to learn, adapt, and predict makes it a powerful tool for protecting digital assets by automating 

threat detection, response, and mitigation. The research examines the evolution of AI in 

cybersecurity, key AI tools and platforms, and the benefits and challenges of integrating AI into 

existing systems. Ultimately, this study aims to understand how AI can strengthen overall cyber 

resilience. 

[29] focuses on developing a secure system for financial data sharing across hybrid cloud 

platforms, ensuring privacy and compliance with regulations such as GDPR and Basel III. By 

integrating AI, machine learning, and information fusion, the system enhances decision-making, 

fraud detection, and risk management. The proposed framework achieved high data accuracy, 

reduced security risks, and maintained low latency for real-time processing. Secure protocols were 

implemented to ensure data safety and regulatory compliance. The results demonstrate that this 

method effectively balances security and efficiency while optimizing financial data sharing in 

hybrid cloud environments. 

IoT systems generate massive data streams, making traditional centralized systems struggle with 

processing. [30] evaluates the feasibility of federated learning, resilient workflow orchestration, 

and hybrid task allocation to enhance IoT analytics. The proposed framework aims to reduce 

latency, improve cost efficiency, enhance model accuracy, and optimize resource utilization [31]. 

Results show low latency, high cost efficiency, and improved model accuracy, confirming the 

framework’s scalability and reliability for real-time IoT applications. Future work will focus on 

adaptive federated learning, advanced fault recovery, and support for emerging IoT applications 

like autonomous vehicles. 

The rapid expansion of mobile internet access in Africa has improved financial inclusion, but rural 

areas still face challenges in e-commerce participation. [32] evaluates the impact of internet-

inclusive finance on rural economic development using statistical regression, econometric 

modeling, and machine learning. Findings indicate a positive influence on income levels, 

entrepreneurship, and business growth, highlighting the benefits of financial inclusion in rural 

areas [33]. Bridging this digital divide can enhance economic opportunities, reduce disparities with 

urban regions, and align with global development goals. Expanding internet access remains crucial 

for sustainable rural growth. 
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Healthcare systems face challenges like inefficient resource management, rising costs, and the 

need for personalized patient care. [34] integrates AI, Big Data Mining, and IoT to optimize 

performance, improve predictive analytics, and enhance patient-centered care. The proposed 

framework leverages real-time data acquisition, predictive modeling, and advanced analytics to 

improve healthcare efficiency. Results show faster response times, higher prediction accuracy, 

improved resource utilization, and increased patient satisfaction [35]. This approach enhances 

healthcare sustainability, enabling scalable, data-driven, and personalized healthcare solutions for 

modern challenges. 

Cloud computing offers significant benefits but also presents challenges in user privacy and 

security, especially in multi-cloud environments. [36] proposes the Global Authentication Register 

System (GARS) as a solution to enhance security and reduce privacy risks. Through system 

simulations, the effectiveness of GARS in performance, security, and availability is evaluated. 

Additionally, user-centric privacy strategies address concerns across different cloud platforms, 

ensuring regulatory compliance and data sovereignty [37]. The research highlights emerging 

threats and future technologies that can strengthen cloud security, ultimately creating a safer and 

more resilient multi-cloud environment for users and enterprises. 

Selecting a Cloud Service Provider (CSP) is a complex decision involving cost, performance, 

security, compliance, and reliability. Traditional models often struggle with uncertainty and 

dynamic business needs. integrates PROMETHEE, Fuzzy-AHP, and SLA analysis to develop a 

structured multi-criteria decision-making framework for CSP selection [38]. The model improves 

cost efficiency, service reliability, and task completion time, outperforming traditional selection 

methods. It enhances decision confidence and resource allocation, optimizing cloud investment 

strategies [39]. Future improvements may include AI-driven predictive analytics and blockchain-

based SLA enforcement for greater security and adaptability in cloud environments. 

As cloud computing evolves, ensuring strong data security is essential to prevent threats like data 

theft, loss, and manipulation. [40] proposes a four-phase security system using cryptography and 

Least Significant Bit (LSB) steganography to enhance data protection. By embedding encrypted 

data within images and integrating RSA and AES encryption, the framework strengthens data 

secrecy, integrity, and redundancy. The study highlights LSB steganography's effectiveness in 

cloud security, addressing vulnerabilities and computational challenges [41]. Future research will 

focus on refining steganalysis, optimizing embedding techniques, and integrating machine 

learning for improved cloud data security. 

The integration of AI in Customer Relationship Management (CRM) is transforming industries 

like banking and telecom by addressing scalability and efficiency challenges. [42] examines the 

effectiveness of AI-driven, cloud-based CRM frameworks in improving customer management, 

feedback evaluation, and inquiry automation. [43] By leveraging cloud computing, machine 

learning, and automation, the system enhances response times, feedback accuracy, and operational 

efficiency. Results show a 14% improvement in feedback evaluation accuracy and a 23% increase 

in automation efficiency. AI-powered CRM systems offer scalable, efficient solutions, improving 

customer satisfaction and decision-making in competitive industries. 

The IoT generates massive data streams, requiring advanced techniques for real-time processing 

and analytics [44]. Traditional centralized systems struggle with scalability and latency, but 

integrating federated learning, hybrid cloud-edge computing, and resilient workflow orchestration 

enhances privacy, efficiency, and adaptability. Evaluates these methods in terms of latency, cost 
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efficiency, model accuracy, and resource utilization, demonstrating that combined approaches 

outperform individual techniques [45]. Results confirm improved real-time decision-making and 

scalability in dynamic IoT environments. Future enhancements will focus on adaptive learning, 

blockchain integration, and domain-specific applications to further strengthen IoT analytics. 

[46] explores AI-infused cloud solutions in CRM to enhance customer workflows and sentiment-

driven interactions. By leveraging AI techniques like sentiment analysis and predictive modeling, 

the approach improves customer satisfaction with personalized, real-time solutions [47]. The 

integration of real-time optimization and data aggregation enables better engagement prediction 

and customized responses. Results show significant improvements in engagement accuracy, 

precision, and execution efficiency, proving the effectiveness of AI-driven CRM. This strategy 

offers a scalable framework for enhancing customer experience and workflow efficiency in retail 

and other industries. 

Predictive modeling is essential for early disease detection and personalized treatment, but 

traditional methods struggle with large healthcare datasets [48]. [49] integrates MARS, SoftMax 

Regression, and Histogram-Based Gradient Boosting within a cloud-based framework to improve 

prediction accuracy and scalability. By leveraging advanced machine learning techniques, the 

model enhances decision-making and treatment efficacy. Results show significant improvements 

in precision, recall, and F1-score, confirming its effectiveness in healthcare analytics [50]. This 

approach enables faster, more accurate predictions, supporting better patient outcomes and real-

time decision-making in medical environments [51]. 

 

3. METHODOLOGY 

The Figure 1 represents an AI-driven security framework for IoT-based healthcare systems. It 

starts with Data Collection from IoT medical devices, which is then Preprocessed to remove 

noise and inconsistencies. Features are extracted using an Autoencoder, reducing dimensionality 

while retaining crucial patterns. The extracted features are analyzed using Graph Neural 

Networks (GNN) for Threat Detection. The processed data is stored in the Cloud, where a 

Monitoring & Feedback System employing graph-based anomaly detection continuously 

evaluates security threats. Finally, Performance Metrics are assessed to measure the accuracy, 

efficiency, and scalability of the system. 
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Figure 1: Threat Detection and Anomaly Analysis in Healthcare Cloud Systems 

3.1 Data Collection 

IoT medical devices such as wearable sensors, smart implants, and patient monitoring systems 

generate vast amounts of real-time health data. These devices collect critical physiological 

parameters, including heart rate, blood pressure, glucose levels, and oxygen saturation, and 

transmit them to cloud-based systems for further analysis. While IoT-enabled healthcare offers 

significant advantages, the continuous data exchange between devices and cloud servers increases 

the risk of cyberattacks. Ensuring data security at this initial stage is crucial to maintaining the 

integrity and confidentiality of patient information. 

3.2 Preprocessing 
Raw data collected from IoT medical devices often contain noise, missing values, and 

inconsistencies that can impact analytical accuracy. The preprocessing phase involves data 

cleansing, normalization, and transformation techniques to enhance data quality. Missing values 

are imputed using statistical methods, while normalization ensures consistency in feature scaling. 

Effective preprocessing is essential for optimizing the performance of machine learning models 

used for threat detection. It helps eliminate irrelevant data points and enhances the reliability of 

security analysis in healthcare systems. 

3.3 Feature Extraction Using Autoencoders 
Feature extraction is a crucial step in identifying hidden patterns within healthcare data. 

Autoencoders, a type of artificial neural network, are used to extract meaningful features while 

reducing data dimensionality. These networks learn representations of normal system behavior, 

enabling them to detect deviations that may indicate potential security threats. The Autoencoder 

model is trained on normal healthcare data and then tested on real-time data to identify anomalies. 

By focusing on the reconstruction error, the model effectively detects irregularities that may 
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signify cyber threats or unauthorized access. 

𝑋̂ = 𝑔𝜙(𝑓𝜃(𝑋)) = 𝜎(𝑊𝑑(𝜎(𝑊𝑒𝑋 + 𝑏𝑒)) + 𝑏𝑑)           (1) 

Were, 𝑋 input data, 𝑓𝜃(𝑋) encoder function, 𝑔𝜙 decoder function, 𝑊𝑒, 𝑏𝑒encoder weights and bias, 

𝑊𝑑, 𝑏𝑑 decoder weights and bias, 𝜎 activation function, 𝑋̂ reconstructed output 

3.4 Threat Detection Using Graph Neural Networks 
Graph Neural Networks (GNN) are employed for advanced threat detection by analyzing 

relationships between different entities in healthcare data. Unlike traditional machine learning 

models that process individual data points independently, GNNs capture structural dependencies 

in networked data. This allows the system to identify sophisticated attack patterns, including 

distributed denial-of-service (DDoS) attacks and malicious insider activities. GNNs provide a 

more comprehensive approach to cybersecurity by analyzing how data flows within a network and 

detecting unusual interactions that may indicate a security breach. After obtaining node 

embeddings from GNN layers, an anomaly score 𝑆(𝑣) for each node 𝑣 can be computed as 

𝑆(𝑣) = ‖𝐻𝑣 − ∑  𝑢∈𝑁(𝑣)  
𝐴𝑣𝑢𝐻𝑢

𝑑𝑣
‖
2

            (2) 

Were, 𝑆(𝑣) is the anomaly score of nodes  𝑣, 𝑋𝑢is the feature vector of node 𝑣, 𝐴𝑣𝑢 is the adjacency 

matrix entry, 𝑑𝑣 is the degree of node 𝑣, 𝑁(𝑣) is the set of neighboring nodes of 𝑣, ‖. ‖2represents 

the squared norm, measuring deviation. 

3.5 Cloud-based Monitoring And Feedback System 

The processed healthcare data and detected anomalies are sent to a cloud-based security 

monitoring system. This system continuously analyzes new threats, updates detection models, and 

improves anomaly detection accuracy over time. A feedback loop ensures that the system adapts 

to evolving cyberattack techniques by refining its parameters based on real-time security incidents. 

The cloud infrastructure provides scalability, enabling large-scale healthcare organizations to 

integrate security monitoring without affecting system performance. This approach enhances the 

resilience of healthcare networks against cyber threats. 

4. RESULT AND DISCUSSION 

The proposed AI-driven threat detection system demonstrated high efficacy in securing healthcare 

cloud environments. Performance metrics revealed an accuracy of 92.5%, precision of 91.0%, 

recall of 90.5%, and an F1-Score of 91.2%, indicating robust threat identification capabilities. The 

anomaly detection model successfully identified significant deviations, with peaks at Anomaly 

IDs 6 and 8, highlighting critical security threats. The system's ability to adapt to evolving threats 

through continuous feedback further enhanced its reliability. These results underscore the potential 

of integrating Autoencoders and GNNs for real-time anomaly monitoring in healthcare. The 

framework's scalability and compliance with industry standards make it a viable solution for 

safeguarding sensitive patient data in cloud-based systems. 
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Figure 2: Performance Metrics 

Figure 2 represents the performance metrics of a cloud-based threat detection system, evaluating 

its effectiveness using four key indicators: Accuracy, Precision, Recall, and F1-Score. The 

accuracy of the system is the highest at 92.5%, indicating overall correctness in threat 

identification. Precision, which measures the proportion of true positives among predicted 

positives, is 91.0%, showing strong reliability in classification. Recall, at 90.5%, highlights the 

system’s ability to correctly identify actual threats. The F1-Score, a balance between precision and 

recall, stands at 91.2%, demonstrating a well-optimized model. The results indicate that the model 

maintains high performance across all metrics, making it effective for detecting threats in a cloud 

environment. 

 
Figure 3: Anomaly scores 

Figure 3 represents Anomaly Scores Over Time, where the x-axis denotes Anomaly ID (specific 

detected anomalies) and the y-axis shows the Anomaly Score (ranging from 0 to 1). Higher scores 

indicate a stronger likelihood of an anomaly. The trend fluctuates, with peaks at Anomaly ID 6 

and 8, indicating significant deviations, whereas Anomaly ID 7 has the lowest score, meaning it is 

less likely to be an anomaly. The pattern suggests varying levels of abnormality in the dataset over 
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time, useful for detecting potential threats or unusual activities. 

 

5. CONCLUSION 

This study addresses critical cybersecurity challenges in cloud-based healthcare systems by 

introducing an AI-driven framework that combines Autoencoders and GNNs for real-time 

anomaly detection. The proposed system not only achieves high accuracy (92.5%) and low false-

positive rates but also adapts dynamically to emerging threats through continuous feedback. By 

integrating IoT data preprocessing, dimensionality reduction, and structural dependency analysis, 

the framework enhances both security and interoperability across healthcare networks. Future 

work will explore federated learning for decentralized threat intelligence and blockchain 

integration for immutable audit trails. The findings underscore the transformative potential of AI-

cloud synergy in building resilient, compliant, and patient-centric healthcare infrastructures, 

setting a benchmark for next-generation medical cybersecurity solutions. 
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