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ABSTRACT 

Cybersecurity threats, including dynamic IP behaviour and device spoofing, operate as nitro boosts 

that pose considerable majorettes for real-time fraud detection systems.  The existing models in 

practice seem too inflexible to adapt to the changing face of the fraud landscape, are not semantic-

aware, and fall short of graph-based reasoning.  In this research, we propose an adaptive 

cybersecurity monitor whereby trust scores are combined over enriched IPv4 logs based on Graph 

Neural Networks (GNNs) with semantic stream processing.  Complex Event Processing (CEP) 

and GNNs with exponentially time-decayed trust modelling are applied for semantic enrichment 

and verification of real-time data from transaction logs, SIEM alerts, and IP reputation feeds.  Our 

method reduces false positives by 37 percent with a precision of 94.3% and an F1 score of 92.1%.  

Due to fast detection with low latency (MTTD: 1.4 seconds, MTTR: 2.7 seconds), the system is 

well suited for high-security applications such as office access control and online banking. 

 

Keywords: Cybersecurity Monitoring, IPv4 Log Analysis, Semantic Stream Enrichment, Graph 

Neural Networks (GNN), Trust Scoring, Anomaly Detection, Complex Event Processing (CEP), 

Time-Decayed Behaviour Profiling, Real-Time Fraud Detection, Spatio-Temporal Pattern 

Recognition. 

 

1. INTRODUCTION 
Network security is very crucial to protect digital infrastructures against cyber-attacks, 

unauthorized access, and data breaches [1]. It consists of various tools, techniques, and protocols 

that are aimed at protecting the availability, confidentiality [2], and integrity of data transferred 

through networks [3]. Greater importance is now being laid upon network security [4] its 

maintenance with the fast-growing pace of cloud computing and IoT devices into the world [5]. 

Essentially [6], IPv4 is the basic mechanism for internet communication whereby devices are given 

unique addresses for identification and data-routing purposes [7]. Though widely used, IPv4 faces 

many security vulnerabilities like address exhaustion [8], DDoS attacks, and spoofing [9]. 

Therefore [10], for current and robust network protection [11], it becomes essential to strengthen 

IPv4-based communication with highly intelligent and adaptive security frameworks [12]. 

At the moment, static rule-based firewalls, signature-based intrusion detection systems, and 

traditional encryption methods remain very much the mainstay of network security solutions [13]. 

These practically guarantee a low minimum security level [14], but fail to identify complex [15], 
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zero-day, and real-time threats, especially in highly dynamic IPv4-based environments [16]. 

Current models are subjected to spoofing, data manipulation, and DDoS attacks since they have 

no adaptive trust mechanisms and are not designed for decentralized IoT ecosystems [17]. Most 

systems lack real-time behavioural analytics and swarm intelligence [18], thereby limiting their 

responsiveness and scalability [19]. Such deficiencies, however, will require the development of 

more sophisticated, context-aware [20], and trust-weighted security frameworks to answer the 

greater demands of protection [21]. 

In an IPv4-based decentralized and IoT context [22], static rules in current security systems are 

not even remotely same in favour of signature-based detection for countering zero-day attack, 

spoofing, and DDoS threats [23]. Such sulphurous models only increase the constraint limit of 

growth and dynamic response because of their lack of swarm intelligence [24], adaptive trust 

mechanisms, and behaviour analysis in real time [25]. They also miss other weaknesses such as 

real-time attack prediction and fatigue handling [26]. Our research addresses these drawbacks 

through a framework of dynamic trust-weighted heuristic describing the use of swarm-informed 

optimization [27], GNN-based trust scoring, and adaptive anomaly detection techniques such as 

Isolation Forests [28]. This allows, particularly in the contexts of IoT integration [29], real-time 

intelligent decision-making, better accuracy in threat detection, and resilience to new cyber threats 

in IPv4 networks [30]. 

 

1.1. Problem Statement 

The growing usage of IoT devices, in turn [31], is making the IPv4 networks more complex and 

massive thus, exposing it to several critical security threats such as spoofing, DDoS attacks, and 

zero-day vulnerabilities [32]. In this context [33], conventional securities are devoid of adaptability 

[34], contextual awareness, and real-time responsiveness as they are mainly static rules and 

signature-based detection [35]. Further, their viability in dynamic modes is held back by the 

absence of decentralized threat intelligence as well as trust-weighted procedures [36]. 

Unfortunately [37], there is a dire need for an intelligent adaptable scalable framework network 

security based on real-time trust scoring [38], swarm optimization [39], and advanced anomaly 

detection to boost resilience and reliability of IPv4-based communication solutions against 

changing cyber threats [40]. 

 

1.2. Objective 

The rest of the paper is organized as follows. Section 1 with the introduction. Section 2 will discuss 

the Theoretical Background. Section 3 presents the Methodology and Section 4 highlights the 

results. Section 5 concludes. 

 Integrate IP reputation feeds, user-device behaviour, and transaction logs to enhance real-

time fraud detection by identifying anomalous patterns indicative of potential attacks. 

 Design a dynamic trust score mechanism using Graph Neural Networks (GNNs) and 

exponential time decay to adaptively evaluate user trust based on historical access and real-

time behaviour. 

 Implement spatiotemporal analysis and streaming technologies (e.g., Apache Kafka, Flink, 

Spark) to enable optimal event correlation and rapid, accurate detection and response to 

evolving security threats. 
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2. LITERATURE REVIEW 

The development of adaptive threat predictions, chiefly through Artificial Intelligence, machine 

learning, and deep learning, has seen a new height in the vantage [41]. Contextual data play a 

significant role in risk assessment concerning complex infrastructures adversely challenged on the 

technical side and socio-technical side [42]. In that offense [43], the federated learning model 

developed [44]. combined GNNs and hash graphs with an admirable 98% accuracy in threat 

detection, which sadly came at the expense of very few false-positive rate registrations [45]. In the 

works [46], a decentralizing architecture that confers privacy by separating Blockchain, Isolation 

Forest [47], and Variational Autoencoders was introduced in the name of solving safe and yet 

scalable cyber security problems [48]. A decentralized cybersecurity threat-detection scheme that 

involves FL, KNN, GANs, and IOTA Tangle seeks to further strengthen anomaly detection 

systems while protecting the majority of the database [49]. 

Security decision-making in real time should be through a combination of edge computing [50], 

artificial intelligence, and the ultra-low latency of 5G [51]. Integrated FHIR, Blockchain [52], and 

AI in a framework that would allow efficient and secure sharing and management of health data 

[53]. AI-driven Breach and Attack Simulation to investigate system vulnerabilities and detect 

threats in real time [54]. Malware detection for smart factory security using the combined strengths 

of Faster R-CNN and edge computing [55]. Benefits came into play when Biometric Recognition 

system with Faster R-CNN toward enhancing information security and authentication [56]. 

The ACO-LSTM model, developed [57], assumes that Ant Colony Optimization (ACO) augments 

the functional aspects of LSTM in the improvement of weights and biases to enable accurate 

forecasting of IoT data in the cloud [58]. Real-time anomaly detection of a dynamic and large 

dataset [59], which is based on the integration of SNN, MQTT [60], and Mist Computing with 

OPTICS clustering [61]. A scalable anomaly detection technique for the industrial environment 

combining swarm robotics with TSN [62], LiDAR, and thermal imaging was developed [63]. 

Interpretable and memory resilient AI systems for complex task management was enabled via 

Synergizing MANNs [64], HMAL and CBMs [65]. AI, EHRs, and big data analytics, including 

network analysis and comparative effectiveness trials [66], were used to optimize patient care and 

novel heart treatment protocols [67]. 

A paradigm in which social reinforcement [68], evolutionary optimization, and neuro-symbolic 

processing converge [69], to improve real-time collaboration and the adaptability of AI [70]. In 

proposed a hybrid PSO-GA architecture combined with cloud-assisted preprocessing so as to 

optimize RNNs and RBFNs for improved real-time IoT data analytics in medical applications [71]. 

Using BSP processing, DBNs, and Monte Carlo simulations [72]. designed a cloud-based financial 

analytical system for scalable accurate forecasting and risk assessment [73]. demonstrated that the 

convergence of NOMA [74], UVFA [75], and DGNNs [76], among others is for enhancing [77] 

the performance of AI through dynamic adaptability and minimizing costs via optimal allocation 

of available resources [78]. Indeed [79], based on real-world examples, integrated blockchain, 

cloud resource management, and IoT analytics for ensuring safe and scalable operations [80]. 

 

3. PROPOSED METHODOLOGY 

The new method, which employs data from real-time streams such as transaction logs, SIEM 

alarms, reputation feeds, and metadata collected from IPv4 connections, would dynamically 

recognize cybersecurity weaknesses is shown in fig. 1. It normalizes the data to an index and 
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extracts features before semantic enrichment using the Apache Kafka and Flink framework. 

Associated with that, it tags every event with meta contexts, such as device threat, abnormal 

location, or suspicious behaviour, in their identification. It then uses Complex Event Processing 

(CEP) patterns to find event signatures of fraud on the enriched stream.  

 
Figure 1: Stream-Based Cybersecurity Detection Using IPv4 Logs 

This detection is based on a Time-Decayed Trust Scoring model that is coupled with a Graph 

Neural Network, which is aimed at handling anomaly detection for capturing changing user 

behaviour across networks and devices. Finally, spatiotemporal correlation is applied using sliding 

windows to detect coordinated attacks, while metrics such as SIEM responsiveness, detection 

accuracy, and trust score stability are used to evaluate system performance. 

 

1.3. Data Collection: 

We assume the first phase of our proposed system deals with real-time data collection from as 

many heterogeneous sources as possible for complete situational awareness regarding 

cybersecurity. The transaction log at time t is denoted by 𝐹𝑠, while 𝐼𝑠 represents the IPv4 

information of the nature 𝐼𝑠 = {𝐼𝑃𝑠, 𝑙𝑜𝑐𝑠, 𝑡𝑠𝑠}. Furthermore, the anomaly logs 𝑁𝑠 generated by the 

SIEM can be modeled such that each 𝑁𝑠 = {𝑒𝑥 , 𝑠𝑥 , 𝑐𝑥} contains event ID 𝑒𝑥, severity 𝑠𝑥, and 

category 𝑐𝑥. To strengthen our security intelligence, we also adopt reputation-based blacklists, 

given as 𝐵𝑠 = {𝑖𝑝𝑥 ,  risk −score 𝑥}, and user-device access history as: 𝐺𝑠 = { user 𝑦, device 𝑙 , 𝐼𝑃𝑏} 

for mapping the past associations. The unified collection stream 𝑇𝑠 is described as: 

 𝑇𝑠 = 𝐹𝑠 ∪ 𝐼𝑠 ∪ 𝑁𝑠 ∪ 𝐵𝑠 ∪ 𝐺𝑠 (1) 

This multi-source fusion is crucial for anomaly detection and downstream processing by providing 

an enhanced view of context-based network behaviour. 

 

1.4. Data Preprocessing: 

We normalize the raw IP logs at the data pre-processing 𝐾 = {𝑘1, 𝑘2, … , 𝑘𝑎}. Here 'Normalizing' 

is defining things in an exclusive manner, such as end IPV4, timestamps, and device identifiers, 

so that all input streams maintain uniformity. Constructed now structured vectors with different 

important features: 𝐷𝑥 = [ device _𝐼𝐷𝑥 , 𝐼𝑃𝑥 ,  geo 
𝑥

, session_time 𝑒𝑥], which enable spatial-

temporal behavior modeling. We apply the DBSCAN algorithm in identifying dense behavioral 

clusters with outliers. Some of the measures that assist in evaluating each data point include: 

 ∀i ∈ 𝐷, 𝐴𝜖(𝑖) = {𝑗 ∈ 𝐷 ∣ dist(𝑖, 𝑗) ≤ 𝜖} (2) 

An outlier is a point not belonging to any cluster (i.e., it has a neighbour count less than MinPts in 
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𝐴𝜖(𝑖)). Before much of the analysis, outlier detection algorithms have been used unsupervised to 

screen the data extensively for such anomalies. Ultimately, we can have a graph structure 𝐻 =
(𝑈, 𝐷, 𝐼𝑃, 𝐸) such that all users' IPs are linked to one another. Here the nodes serve as users, 

devices and IPs. Edges E indicate the interactions through session. 

 

1.5. Real-Time Stream Processing: 

The Real-Time Stream Processing module perpetually monitors data streams carrying high 

velocities to facilitate low latency detection of activity being viewed as suspicious. Distributed 

stream computation is done on platforms like Apache Flink or Spark Streaming as Apache Kafka 

continues to provide the functionality of the message broker. Real-time transaction logs 𝑆(𝑠), then, 

are fused with other data sources such as IPv4 reputation scores 𝑄(𝑖𝑝), historical profiles for users 

and devices 𝐺(𝑤, 𝑓), and alerts from SIEMs 𝑁(𝑠) to achieve semantic enrichment of streams. 

Enrichment renders a semantically tagged stream 𝑇′(𝑠) where additional contextual tags are 

included in each event 𝑒𝑥 ∈  𝑇: 

 𝑇′(𝑠) = {𝑒𝑥 + Tag(𝑄(𝑖𝑝𝑥), 𝐺(𝑤𝑥 , 𝑓𝑥), 𝑁(𝑠𝑥))} (3) 

This designation serves as a marker for the processing that follows next. The enriched stream will 

thus undergo Complex Event Processing (CEP) in order to derive fraud signatures from the event 

pattern rules 𝑉 = {𝑣1, 𝑣2, … , 𝑣𝑎} within which each 𝑣𝑦 encodes a spatiotemporal sequence of 

anomalies across multiple events, as described regarding detection of fraud: 

 ∃𝑣𝑦 ∈ 𝑉 such that 𝑣𝑦(𝑇′(𝑠)) =  True  (4) 

This integration brings a large improvement in granularity of detection and reaction capability 

allowing real-time detection of attacks that are coordinated or departures from the norm in 

behaviour. 

 

1.6. Anomaly Detection & Trust Scoring: 

The Anomaly Detection and Trust Scoring module uses hybrid models to recognize suspicious 

behaviours and assign real-time trust levels. For the initial outlier detection, either one-class SVM 

or isolation forest is used. The model is given by 𝑑(𝑖) = −log (𝑉(𝑖)), with 𝑉(𝑖) being the 

probability of event x on normal profiles. Detected anomalies are given as input to 

XGBoost/LightGBM classifiers trained on labelled transaction data: 𝐹 = {(𝑖𝑥,𝑗𝑥)}, maximizing 

loss function ℒ = ∑  𝑥 𝑘(𝑗𝑥 , j𝑥) + Ω(𝑑). Users, devices and IPv4 addresses are represented in a 

Graph Neural Network (GNN), while edges represent interaction sessions. The trust scores 𝑆𝑥  are 

updated as follows: 

 𝑆𝑥(𝑠) = 𝛼 ⋅ 𝑆𝑥(𝑠 − 1) + (1 − 𝛼) ⋅ 𝑇𝑥(𝑠) (5) 

where 𝑆𝑥(𝑠) is the current behaviour score and 𝛼 ∈ (0,1) is governing memory retention. This 

dynamic trust paradigm ensures reactivity to changing threat behaviors and deviations from real-

time access. 

 

1.7. Real-Time Event Correlation: 

Being capable of detecting the coordinated cyberattacks, the Real-Time Event Correlation module 

applies sliding window techniques for spatiotemporal pattern detection in Apache Flink/Spark. Let 

𝐸(𝑠) denote the collection of events occurring during a sliding time window [𝑠 − Δ𝑠, 𝑠]; these 

events are classified on the basis of shared characteristics like device fingerprint, geolocation, or 
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subnet (IP/24). For an event 𝑒 ∈ 𝐸(𝑠), we go on to define the spatiotemporal anomaly score based 

on the following principle: 

 
𝑁(𝑒) =

1

|𝐴(𝑒)|
∑  

𝑒′∈𝐴(𝑒)

𝕀[dist(𝑒, 𝑒′) < 𝜖 ∧ time(𝑒, 𝑒′) < 𝛿] 
(6) 

where I is the indicator function and 𝐴(𝑒) is the neighborhood of events within the temporal 

threshold 𝛿 and spatial threshold 𝜖. A high 𝑁(𝑒) is indicative of possible coordinated fraud (such 

as rapid IP switching or simultaneous logins from remote locations). This module enhances the 

ability of pointwise anomaly models to find very subtle attack patterns. 

 

1.8. Performance Metrics: 

The performance of the proposed cybersecurity framework is evaluated quantitatively through 

various metrics. Among them, Precision 𝑃 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
, Recall 𝑅 =

𝑇𝑃

𝑇𝑃+𝐹𝑁
, F1- score 𝐹1 =

2𝑃𝑅

𝑃+𝑅
, and 

area under the receiver operating characteristic curve (ROC-AUC) are invoked for detection 

accuracy. For trust scoring,  

 Trust Score Drift Δ𝑆 = |𝑆𝑠 − 𝑆𝑠−1| shows stability over time;  

 Average Trust Score Adjustment Latency 𝐾 = 
1

𝑎
∑  𝑎

𝑥=1 (𝑠𝑥
update 

− 𝑠𝑥
event ) measures 

responsiveness.  

 

 false positive rate 𝐹𝑃𝑅 =
𝐹𝑃

𝐹𝑃+𝑇𝑁
,  

which demonstrates gain in attack mitigation and classification of accuracies in the security 

industry. In conclusion, MTTD (Mean Time To Detect) and MTTR (Mean Time To Respond) 

assess the operational speed and effectiveness of the threat response system. 

 

2. RESULT AND DISCUSSIONS 

This dataset has been received into the dataset via real e-commerce transactions anonymized by 

Vesta Corporation for the IEEE-CIS Fraud Detection dataset, consisting of approximately 590,000 

entries marked as either legitimate or fraudulent. Features include IP, device type, transaction 

amount, and payment behaviour. The dataset was constructed in order to train machine learning 

models to detect fraud more accurately and with less false positive. 

The artful amalgamation of trust scoring, graph-based analysis, and enrichment of the semantic 

stream in the proposed system was extremely effective concerning real-time cybersecurity 

monitoring. With 96.3% detection accuracy, it offers much better capability than conventional 

rule-based models in reducing false positives. Time-decayed behaviour profiling helped to 

dynamically alter trust scores upon changing user behaviour and IPv4, on which minimal 

divergence could be identified. Context replication led to early detection and prevention of 

coordinated fraud activity through contextual cues such as malicious IP addresses and 

incongruities in devices. Along similar lines, Graph Neural Networks (GNN) were introduced to 

understand hidden attack patterns in formulating sophisticated user-device-IP-linkage interactions. 

With latency lower than 2.5 seconds, the system was feasible for real-time security environment 

use while providing very strong SIEM interoperability. 
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Figure 2: Progression of SIEM Detection and Response Efficiency Over Time 

In the overall trend of MTTD and MTTR organization since the implementation of the SIEM 

system, proves that some aspects of response to cybersecurity threats have improved.  The pattern 

of improvement does indicate that real-time stream processing and semantic enrichment can help 

in quickly identifying threats and speeding up the mitigation of any incidents pertaining to them.  

The effect that automated decision-making and trust-based alert prioritization exerts is the gradual 

and steady reduction of MTTR.  Thus, Fig. 2 depicts the overall strengthening capability of the 

proposed adaptive SIEM integration in dealing with coordinated cyberthreats. 

 

 
Figure 3: Adaptive Cybersecurity Metrics Using GNN and IPv4 Stream Analysis 

The GNN-based trust evaluation and IPv4 stream real-time analysis provided the main 

performance indicators of the proposed adaptive cybersecurity architecture shown in Fig.3. An 

anomaly detection capability yielding high accuracy, precision recall, and F1-score are good 

indicators. A low false-positive rate confirms the ability to differentiate between suspect and 
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lawful behaviour quite well. The very low drift of trust scores verifies the stability in dynamic trust 

evaluation. An effective technology involves fast detection and response, thus optimizing real-

time cybersecurity operations. 

Table 1: Evaluation of Trust-Weighted Anomaly Detection System 

Metric Accuracy Precision Recall 
F1-

Score 

False 

Positive 

Rate 

Value 

(%) 
96.3 94.7 95.2 94.9 3.1 

Table 1 illustrated Trust-Weighted Anomaly Detection System has been evaluated against five 

critical parameters. The high recall and precision, exhibited by this system, show the effectiveness 

of this system in the detection of fraudulent activities. Balanced operational efficiency of this 

system is also marked by the high F1 score. Best-in-class binary classification capability was 

indicated by the ROC-AUC value in this model. Lastly, the slight drift in the trust score shows that 

this remains stable in time even during dynamic cybersecurity scenarios. 

 

3. CONCLUSION 

The authors state that the proposed architecture features a time-decay-extended profiling system 

for behaviour, trust scoring using GNNs, and semantic stream enrichment to ensure a reliable and 

intelligent real-time cybersecurity service. The methodology can apply high accuracy and fraud 

detection by combining machine learning models such as Isolation Forest and XGBoost for 

anomaly detection, with stream processing through Apache Kafka and Flink.  The solution's unique 

ability to detect coordinated attacks across networks and devices is augmented through 

spatiotemporal pattern recognition and real-time event correlation. The solution augments 

detection accuracy while reducing false positives, thus providing a scalable, flexible, and efficient 

solution for IPv4-based network security. 
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